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Statement Accompanying ePNI .,ertificate
EB Docket No. 06-36

Global Tech Telecoml11ll11ications. Inc. (thc "Company") d es not use. disclose 01' pem1il access
to Customer Proprietary !'Jetwork Information ("CPNr') ex 'cpt as permitted or required by law
pursuant to 47 U.S.C. § 222. Thc safcguards set forth in S"etions [ and J bekmr arc followed by
the Company, and, to the extent that the Company tinds it necessary to use, disclose or pemlit
access to CPNI, the operating procedures in Sections A-H b low are observed.

A. Definitions. The terms llsed in this Statement have t,e same me'ming as set forth in 47
C.F.R. §64.2003.

B. Usc of CPNI. It is the Company's policy that the Company may use, disclose, or pennit
acecss to CPNT for the purpose of providing 01' m<lrketing s·rvice offerings among thc categories
of servke (i.e., local, interexchange, and interconnected V )IP) to which thc customer already
subscribes li'om the Company, without customcr approval.

To the extent that thc Company providcs differcnt categories of service. and a customer
subscribes to mon~ than one category of service otIered Ly the Com.pany. the Company may
share ePN] among the Company'~ afl11iated entities tha provide a service otTering to the
customer. However, to the extent that the Company provid s different categories of service, but
a 011stomer does not. subsoribe to morc than onc offcring, th Company docs not share CPNI with
it, afl:11iates, except by following the requirements described herein,

The Company does not use, disclose, or pemlit access to CPNI to market to a customer any
scrvice offerings that arc within a category of scrvioc to w1ich the S\1bscriber does n(lt already
subscribe from the Company, UlIle,s the Company has L1stomer approval to do so. The
Company does not use, disclose or permit access to CPNT t identify or tnwk C\lGtomers thal call
competing servioe providers.

Notwithstanding the forgoing, it is the Company's policy th' t the Company may use, disclose, or
permit access to CPNI to prOlectthe rights or property of the Company, or to protect users of
those services a11d other carriers from fraudulent, abusive, or unlawtUl use of. or subscription to,
such scrviccs.

C. Customer Approvals.

It is the Company's policy that the c\\mpany may obtai approval through written, oral or
electronic...n.1.. ethods. The Company aek.11

t
bw.ledges that it be'rs the burden of demonstJ...<tting tlUlt.

allY oral approvals have been given in c mpliallce with the Commission's rules, The Company
honors all approvals or disapprovals to Uie, disclose, or pernit access to a customer's CPNluntil
the customer revokes or limits such apprdlVal or disapprovall'he Company maintains records of
approvaL regardless of the t')J111 of SLICh ctpproval, ttlr at leas one year.

Opt-Out and Opt-In Approval processes.llt is the Compan 's policy that it may, subject to opt
out approval or opt-in approval, use its c Istomer's individu, lly identifiable CPNI for the purpose
of 1l1.<ll'ke.,ting c.'ommUl1ication.s.-related se~i.ces to t.h.<lt C~lston cr. It is the Comp<my's policy tliat it
l1lay, subject to opt-out approval 01" opt-in approval, isclose its customer's individllally
identitiable CPNl, for the purpose 0 marketing com'll unieations-related services to that
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customer, to its agents and its af['[liates that provide eonUllunications-related services; and its
j(Jint venture partners and independent e ntractors who do the same. It is the Company's p(Jlicy
that it may also permit such persons or ehtities to obtain access to such CPNI t()r such purposes.
Except M provided herein, or as otherwise provided in Section 222 of the Communications Act
of 1934, as amended, the Company only uses, discloses, or permits access to its customers'
individuany identil'iablc CPNT subjcct to t-in a 1T(lVaL

D. Notice ~equired For Use Of cuJomer Proprietary Network Information. It is the
C\lmplmy's policy that prior to any solic'tation for customer approval, notification is provided to
the customer of thc customer's right to r· strict usc ot: disclosure of, and ,lCCCSS to that clistomcr's
CPNI. The Conlpm,y maimaills sllch re ords of notification, whether oraL written or electronic,
Cor at least one year. It is the Company s policy that individual notice to custOl1]ers is provided
when soliciting approval to use, disclose, or permit access to eust(lme.rs' CPN!.

E. Notice Content Requirements. Company notices must comply with the following
requirements:

1. Notices must provide sufficient info ation to enable the customcr to makc an informed
decision as to whether to permit the Con pMy to use. disdose, or pel1nit access to, the customer's
CPNL

2. Notices must state that the customer as a right, and the Company has a dllty, under federal
law, to protect the con±identi'llity ofCP, L

3. Notices must specify the types of in onnation that constitute CPN] and the specific entities
that will receive the CPNT, describe the purposes for which CPNI will be used, and inform the
customer of hi~ or her right to disappro e those uses, and deny or withdraw access to CPNT at
any time.

4. t\ oticcs must advise the customer of t1 e precise steps the customer must take in order to grant
or deny access to CPNL and must cle rly state that a denial of approv(11 will not affect the
provision of any services to which the cu tomer subscribes.

S. Notices must bc comprehensible and I ust not be misleading.

6. To the extent that written Notices arc Jrovicled, the Notices are clearly legible, use sufficiently
large type, a.nd aTe placed in an area so a to be readily apparent to a customer.

7. If <my pOlt.ion of <\ Notice is tnmslate i.n.lo another language, then all portions of the Notice
must be translated into that language. ~

8. The Notice may state that thc euston cr's approval to use ePNI may enhance the Company's
ability to otler prod,lets and services t<\il red to the q'stomer's needs. The Notice may also state
that the Compal1y may be compelled to disclosc ePN) to any person upon aftimlative written
request by the cust.omer.

9. Notices may not include in the notiflc tion any stat.ement attempting t.o encourage a customer
to jj'eeze third-party access to ePNT.
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ID, Notices must state that any approval, or denial of approval for the use of CPNl outside of the
service to which the customer already subscribcs from thc Company is valid until the customer
affirmatively revokes or limits such approva.l or deni.l.!'

11. The Company's solicitation for approval must be proximate to the Notice of a customer's
CPNI rights.

F. Opt-Out Notice Requirements. It is the Company's policy that Notices to obtain opt-out
approval be given only through electronic or writtcn methods, and not by oral communication
(cxccpt as provided with respect to one-time use ofCPNI below).

The C011lents of any sl.lch llotitication must comply with the Notice Content Requirements
de,eribed above.

It is the Company's policy to wait a 3D·day minimum period of time after giving customers
notice and an opportunity to opt-out before assuming Cllstomer approval to 1.lSe, di,c1ose, O[

remlit access to CPN1- This 3D·day nlinimum period is calculated M follows: (llln the case of
an electronic fom1 of notitkation, the waiting period shall begin to run from the date on which
the Notice was sent; and (2) In the case of Notice by mail, the waiting period shall begin to nm
on the third day following the date that the notification was mailed. It is the Company's policy
to notify customers as to the applicable waiting period for a response before approval is assumed.

For those instances in which the Company uses the opt-out mechanism, the Company provides
notices to applicable Cl.lstomers every tW0 years,

For those instances in which the Company uses e-n"ai.l to provide Opt-Ol.I! 11Otiees, the COlllpa.ny
follows the additional requirements in addition to the reqLtirements generally applicable to
notification:

(l) Thc COl11p,my rrmst obtai" cx.press, verifi~bi<::, prior approv<ll from eOl1s,mWrS to send notices
via e-mail regardil1g their service in gel1eraJ. or CPN] in particular:

(2) The COlnpany must allow custOlTI.ers to reply directly to e-mai.ls containing CPNI lJotiees in
ordcr to opt-out;

(3) Opt-out e-mail notices that are retul11ed to the Company as undeliverable must be sent to the
customer in another form before the Company considers the Cl.lstomer to have received notice;

(4) The subject line of the message must cIem'ly mId aecLlmtely identify the subject matter of the
e-mail ; and

(5) 111e Company makes available to every customer a method to opt-out that is of no additional
cost to t.lIC customer and that is available 24 hours a day. seven days a week.

G. Opt-In Notice Reqnirements. It is the Company's policy that Notices to obtain opt-in
approval bc giycn though oral. \VrittCl1. or electronic methods. The contents of allY such
notificatiC)]1 mLLst comply wit.l1 the Notice Content ReqLLirements described above.
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H. One-Time Use of erNI Notice Requirements. The Company may use oral notice to obtain
limited, o11e"ti111.e 1-1S<; \If CPNI for inboul'ld and olltbound customer telcphone contacts for tbe
duration of the call. The Complmy req,lires that the contellts of any such notification must
comply with the Noti<;", Content Requirements described ahove, except lhat the Company may
om.!t any of the followillg notice provisions if not relevant to the limited use for which the
Company seeks crNI:

(I) The requirement that the Company a'dvise customers that if they have opted-out previously,
no action is needed to mainlain the opt-ontelection;

(2) The requirement that the Compal1y advise customers that they may share CPNI with their
afl1liates or third-paliies and need not 11alne those entities, iF the limited CPNI usage will not
result in use by, or disc10sure to, ~n ~ffiliil.te or third-party:

(3) The reqllirement that the Company disclose the means by which a customer can deny or
withdraw future access to CPNL so long ~s expl~nation is given to customers that the scope of
the approval thc Company seeks is llnlited~o one-time use; and

(4) The Company may omit disclosllTe of the pteclse steps a customcr must take in order to gnlltt
or deny access to CrNI, as long as the Company clearly coml11unic~tes that the customer can
deny nccess to his CPN I for thc call. !

I

I

I. Safeguards Required for the Usc drl ePNI. It is the policy of the Company to tr(lin its
persollnel as to the circumstances under which CPNI may, and may not, be used or disclosed. In
addition, the Company has established'·~ written disciplinary process in instances where its
personnel do not comply with est<lblishedlpolicies. It is the Company's policy to rcquire that a
record be maintained of its own and its 'at'tiliates' sales and marketing CanljXligns that use their
customers' CPNL The Company maintai~s a record of all instances where CPNI was disclosed
or provided to other third-parties, or where third-parties were allowed to access s1-lCb CPNL The
record includcs a dcscription of caeh c~ntpbjgn, the specific CPNI that was llsed in the campaign,
and wh~t prodl~cts (md services were offerJd as a pali of the campllign. Such records are retained
for a minimum of one year. 'I

The Company has established a mandatdry supervisory review process regarding compliance
with CPNI rules for outbound marketing, I Sales personnel must obtain supervisory approval of
any proposed outbound marketing reqlilest for customer approval. The Company's policies

::,,;;:~' ,,='" p,rt.inio, '" ,",h ""'Iiier compliance be ret~ined for a minimum period of

In compliance with Seclion M.2009(e)j he Company will prepare a "compliance celiit1cate"
signed by al1 oJ:1l.eer on all annual basis ,sibting that the officer has personal knowledge that the
Company has established operating proeeburcs that arc adcquatc to cnsurc compliance with 47
C,f,R, § 64,2001 1.'1 seq, The celiiticate'~~ to be accompanied by tbj~ statenlent ~l,)d wl.l1 be tiled
in EB Docket No. 06-36 annually on ~~ •. before March 1, for data pertaining to the previous
calendar year. This tlling will include ~. explanation of any actions taken against data brokers
and a summary of all customcr complairt received in the past year concerning the unauthorized
release of CPNI.
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It is the Company's policy to provide 'Writ, 11 notice to the FCC within flve business days of any
instance. where tllC opt-out mecha11i~ms d.¢lnot work properly, such ~hat a c~nsum:r's inability to
opt,out l~ more than an llnomaly. The wrlt~ell notlCe shall comply wIth 47 C.P.R. §64.2009(±}

,J. Safeguards on the Disclosure of cJ1N:1. It is the Company's policy to take reasonable
measurc~ to discover and protect against: attempts to g,lin unmlthori~ed access to CPNT. Thc
Company wi1l properly authenticate a c~h('n1,)el' prior to disclo~ing CPNl based on clistomer
initiated telephone contact, online access;.;Jr in-store vi~it, if applicable.

K.Notification of ePNI Security Breadt.

(1) It is the Company's policy to' notifyII enforcement of a breach in its customers' CPNI as
provided in this ~ection. The Comp~n('Y'lwill not notify its customers or disclose the breach
f~~bliCIY until it has completed the Prod~:S of notifying law enforcement pursuant to p,lragnlph

(2) As soon as practicable. and in no ev~ t later than seven (7) business days atter reasonable
determination of thc breach, the Comp ... y will electronically notify the United States Secret
Services (USSS) and the Federal Bme4 of hlYestigation (FBT) through a central reporting

faci lity_ • 'I

(a) Notwithstanding statc law to the conL~, the Company shall not notify customers or disclose
the breach to the p"blic until 7 full busi~~bs days have passed "fter notitleation to the USSS al1d
the FBI, except as provided in par~graphS~b) 811d (cl.

(b) [1' the Cornpany believes that there l~lan extraordinarily urgent nced to notify any class of
affected eLl~tOl11.ers sooner tban otherW~ e allowed under paragraph (,1). in order to avoid
immediate and ilTepal'ahle harm, it wil~: so indicate in its noti fication and may proceed to
immedi~tely notify its affected Cl.lstometsl

l
' only after consultation with the relevant investig~tion

agency. Thc Company will cooperate:, with the relevant investigating agcney's request to
minimiz,e ,Uly adverse effects OfSllCh eu~ ,mer notification,

(c) If the relevant investigating agency Id~temlines that public disclOS11re or notice to customer
would impede or compromise an OngOilidit:or potential criminal investigation or national security,
such ag,ency may direct the c1miel' not i~ so disclose OJ: notify l()r an initi,,! pel'iodof up to 30,..
days. Such pel'lod may be extended b~ij e agellCY as reasonably necessary 1ll the Judgment 01
the agency. If such direction is given, tl1~;lagency ~hall notify the carrier when it appears that the
public disclosurc 01' notice to affected et~~tbl\lCrS wi.1I no longer impede or eompwmise 11 criminal
investigation or national security. The *~bncy shall provide in writing it~ initial direction to the
canier, any subsequent extension, and i ~6y notification that no lice will 110 longer impede or
compromise a criminal investigationl :~':br national security and S11Ch writings shall be
contemporaneously logged 011 the ~Mle !,cporting facility th~t contains rceords of notifications
filed by the Company. ! II

"'i: Ii
(3) Customer Notifi.cation. After the:I'ol11p~ny h~~ D\ltifjed I~w enforcement pl.lr~uant to
p"ragt,\ph (2). it will notify its customcrs.'lg.fbreach of those customers' CPNT.

; 1'1

(4) RecordkeepiJlg. The C01'l1P~l1Y vAI~ ,maintain a record, e1ectronic~lly or in some other
l.nanner, of any breaches discovered, n.~[lt1catiOllS made to the USSS and the FBI pursuant to

UI'
I iiiI,Ji,
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paragraph (2), and notifications made to C~l$t\1mers. The record wilJ include, if available, dates
of discovery and notifi.cation, a detailed description of the CPNT that was the subject of the
breach. and the circumstances of the breach, The Comp,loy will maintain the record for a
minimum of 2 years.


